Contents and speakers

Overview of trustworthiness (Jindong Wang, 10min)

Robust machine Out-of-distribution Interpretability
learning generalization (Haohan Wang,
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Trustworthiness in the era of large models (Jindong Wang, 40min)



Robustness (domain generalization and more)

e Usually studied over benchmarks (that are constructed by the research
community)
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Variants of Cross-Domain Robustnhess

* Different study scenarios defined over partition of the data

 Domain adaptation

e Using (unlabeled) data from the test domain A\ A
* (Ben-David 2007)

shape-domain; color-label

VANIWAN
« Domain generalization train test
* Using partitions of data in the train domains
* (Muandet et al., 2013)
* Cross-domain generalization
train test

* Not using any extra information
* (Wang et al, 2019)
* Used as the setup of this talk

Wang, Haohan, et al. "Learning robust representations by projecting superficial statistics out." 7th International ]
Conference on Learning Representations, ICLR 2019. 2019. tratn test



For two arbitrary domains/distributions?

* Maybe not

_______________________________________________________________________________________________________________________
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So, there should be some regulations about what datasets can be used to study cross-
domain robustness.




Conventional Machine Learning Generalization

* On the theoretical end

* Preliminary:
* A standard generalization error bound of supervised machine learning

| | A i i :
£(0) < €(0)+¢(0,n,6)
Expected error during test . Empirical error during training Other technical terms

'« number of samples

"""""""""""""""""""""""""""""""""""""" i hypothesis space,
'« probability of this bound

Wang, et al., Toward learning human-aligned cross-domain robust models by countering misaligned features. UAI 2022



Domain Adaptation:

a study across similar but different domains
* On the theoretical end

* “Similar but different” is barely rigorously defined

* Domain Adaptation Bounds

* (Ben-David et al., 2010) (Mansour et al., 2009) (Germain et al., 2016) (Zhang et al., 2019) (Dhouib
et al., 2020)

ep,(0) < &p (0) + $(0,n,8) + D (Ps, P) + /1

___________ ________________
-
-
_____
-
-

_______________________________________________________________________________________

Divergence Between Distributions (estimable term) i |earnable nature of

the problem
(not estimable)

Wang, et al., Toward learning human-aligned cross-domain robust models by countering misaligned features. UAI 2022 6



Domain Adaptation
Domain Adversarial Neural Networks (Ganin et al 2016)

* Design Rationale
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* Limitations

* methods fail to generalize in certain closely related source/target pairs, e.g., digit
classification from to (Ganin et al 2016)

* Hypothesis of misaligned labelling function
* (Zhao et al 2019) (Wu et al 2019)



Domain Adaptation
the hypothesis of misaligned labelling function

* Domain adversarial neural network will not work if the labelling function
shifts from training domain to test domain

* (Zhao et al 2019)

 However, a human might prefer that samples across similar but different
domains will have a shared labelling function

* After all, there is a reason both of these digits are 2!

2

MNIST SVHN




Similar but Different: intuitively

 Similar: there is a shared labelling function
* Different: the training domain has an additional labelling function
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Similar but Different: formally

label space Y

labelling function: f
labelling function: ¢ y = f@)

f(x)= ©(x) coincidentally for any sample in P

1.0“A A
Jd A
‘/ — ,°/ /, g == :
I . 5 _A
Data space: X )

|
4 -4 - -
109
1 Oj
10 |
1

o
Q

0

Wang, et al., Toward learning human-aligned cross-domain robust models by countering misaligned features. UAI 2022
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Cross-domain Generalization

* Training models from one domain and test it in the other

e These two domains are similar but different

e Similar: there is a shared label

ling function

 Different: the training domain has an additional labelling function

Features

~
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Cross-domain Generalization

* This understanding of data is cross the understanding of domain
generalization
 Domain adaptation
* Domain generalization
Beyond Domain Generalization
Bias-in-Data

i g Y

2~

(adversarial robustness)

--------------------

/" junobserved,

‘confounder’

12



Generalization Error Bound of Robust ML

Theorem (the Curse of Universal Approximation)

(Informal) Under multiple assumptions, with probability at least 1 — §, we have

ep,(0) < ép (0) +¢p(O,n,6) +c(6)

i 1
c(0) =2 Xwyrex e, I[6(x) =
' the accuracy gain because 6 Q

_______________________________

e o e = = = = - = = - -

—

I

—————————————————————————————————

________________________________

@,x) (i.e., the the superficial
function uses) is given

i @ is given

Wang, et al., Toward learning human-aligned cross-domain robust models by countering misaligned features. UAI 2022

13



Principled Understanding of Robust ML

. upper bound of minimizing min max 1(6(2),
S(g,x) [ ] E> [ ép_(0) and bound ] <:> 0 Z (6(2). )

c(0)

0(0) = 04(6c(x)) |

_____________ Tmmmmmmmm
1
|
A 4

a N
encoder/decoder

worst-case data augmentation

Zs(px) & L X)s ()

\_ (x,y)e(X,Y)p,

: design of supporting model
i » design the hypothesis space

according to the data and task

e estimate the parameters by

minimizing classification loss ! h \_

______________________________________________

-

J
\
e.g., machine learning
countering bias signals with a
designed model of bias
J

split

\

\

_ minimizing min
v r 1 E>[ 5.(6) and c(6) ]<:> pn ),

separation of
functions

i assumption (e.g., in image classification, !
| perturbation of image texture or

(x,y)E(X,Y)pg

[(0q(6.(x)),y) — L(@(B:(x)),y)

. invariance to additional label
i » standard hypothesis space

* estimate the parameters with

minimizing loss for additional
labels

______________________________________________

s e . |
| e.g., machine learning

countering domain-specific
signals with a domain IDs
(domain adversarial network)

~




Principled Understanding of Robust ML

the Curse of Universal Approximation

€Pt(9 ) <

ép.(0) + ¢(O,n,6) + c(6)

———————————————————————

_______________________

1. Worst-case Data Augmentation (Adversarial Training)
* Regular data augmentation
* With alignment regularization (consistency loss)

2. Regularizing the hypothesis
* With assumed function space of invariance
* Learning by countering superficial/spurious
features, debiasing
* With assumed label space of invariance
e Learning embedding to fool an additional classifier,
e.g., domain adversarial neural network

3. Worst-case Sample Reweighting (group-DRO Methods)
* Reweighting samples with learned functions



Principled Understanding of Robust ML

* Visual Summary

d backpropagation
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cross-entropy loss
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Data Augmentation Based Methods

* Generating the data for the domain of interest

* With domain information, e.g.,
* Cycle-consistent adversarial adaptation

Source Image Stylized as Target

17



Model selection and Optimization for OOD

* Mixup-guided optimization and selection: A mixup-guided solution

 OPTD: an OOD dataset to balance classification loss and regularized items
e VALD: an OOD dataset to select the best models

(£,9) € OPTD y
= G e X %= x; + (1 - A)x;,
y * Classification and = 1
Alignments — . — 1
_ - Y=Yi =Y w' =arg ni;}'.:c_‘(Gw) (I(€optd > 0)8optd
t Shared Festure llet  Bottleneck Layer Classify Layer y WhCl’C (1, # (!) - “’é

‘ + I(€opta = 0)G1/m).
= | H a : = st(Gw)Tg; > I(J # 0)(gr4gi).¥i € J— J*
-’ X x=Ax; +(1—A)x;, ,1. = .
- (Gw)' g; =2 0.¥je J".

\' y=Ayi + (1= A)y;,

1
00000]~
x
T
R

Gradient

where d; = d;.

Reversal ‘ ’

Layer
Methods DSADS USC-HAD PAMAP2

0 1 2 3 AVG 0 1 2 3 AVG 0 1 2 3 AVG
ERM 83969 8145 8105 7820 8260 | 8033 5988 7415 7393 7207 | 8728 7310 4903 7876 7204
ANDMask 8535 7307 8504 8206 8138 | 7951 6153 7632 6552 7072 | 8822 T79.11 5335 8322 7597
GILE 7967 7500 T7.00 67.00 T4.65 | 7867 63.00 T77.00 6167 T008 | 8333 6867 4400 7667 6325
DANN 8754 8127 7842 8303 8257 | 81.33 6402 7291 6637 7116 | 8893 7560 4735 B6.78 74.66
[ DANN+Ours | 9333 8877 9L75 8478 8966 | 8198 6432 74384 T840 7489 | 8923 8136 6171 8928 S0.40 ]

+ Lu et al. Towards Optimization and Model Selection for Domain Generalization: A Mixup-guided Solution. KDD workshop
2023. https://arxiv.org/abs/2209.00652



https://arxiv.org/abs/2209.00652

Data augmentation: SDMix

* SDMix: Semantic-Discriminative Mixup

* Semantic-aware Mixup: overcome the semantic inconsistency brought by domain differences
* Enhancing Discrimination: introduce large margin loss to overcome discriminative slackness

x = Ax} + (1 - 2)x),

[ Feature extractor (G;) [__] Classification Layer (G,) )
j e . ] 2
R, y=ty +(1-t)y,

Large margin loss

i T t P 1=t :
x 3 p i A ~ Beta(a, a),
1 Semantic i S X (xi i) (5(" }7)
e —p I b 1 V1 \ ] {
Mixup s % o = AR! P R, = maxd(x, p.),
o K C i
o £ = : 1 - (xz’ 3’2 ) xe DL
X; _ :
L Max Max ARCl = (1 ARCZ) i erf)f. d‘ X.p:_)
x Conv. pooling Conv. poolng Classification boundary c = T
.
100
I DeepAll
] Mi
Source Target DeepAll DANN CORAL ANDMask GroupDRO RSC  Mixup(  SDMix _ %) om Sg::.’:(
3 ‘
DSADS, USC, PAMAP2 UCI-HAR 46.06 39.10 4444 43.22 33.20 4528 40.24| 4641 > 96
USC, UCI-HAR, PAMAP2 DSADS 29.73 39.46 26.35 41.66 51.41 33.10 3735 52.66 €
DSADS,USC, UCFHAR ~ PAMAP2 4384 3661 3293 4017 3380 4594 23.12| 53.65 g™
DSADS, UCI-HAR, PAMAP2 UsC 45.33 41.82 29.58 33.83 36.74 39.70 4739 53.54 02
AVG - 41.24 39.25 33.32 39.72 38.79 41.01 37.03 \ 5157
90" 0% 25% 50% 100%

Training data proportion

« Lu et al. Semantic-Discriminative Mixup for Generalizable Sensor-based Cross-domain Activity Recognition . IMWUT
2022. https://arxiv.org/abs/2206.06629



https://arxiv.org/abs/2207.12020

Data Augmentation Based Methods

e Generating the data for the
domain of interest
* More general approach

(without specific domain
information)

* We iteratively force the model
to predict without the features

it considers predictiveinthe = & = & = & = & = & == 5 == = == s
previous iteration. e A —

representation and gradient

Wang H.*, Huang Z.*, et al., Self-Challenging Improves Cross-Domain Generalization. ECCV 20, Oral 20



Results:
It Improves Accuracy on ImageNet Classification

95

94.5

94

93.5

93

92.5

92

Top-5 Accuracy

ResNet-50

ResNet-101

W Base m Self-Challenging

A
[ \
A
{ \I II

ResNet-152

Self-challenging can improve
ImageNet classification accuracy with
a margin that bridges the gap of
model sizes.

Top-1 Accuracy

A
[ |
A
’ \I II

ResNet-50 ResNet-101 ResNet-152
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Regularization Based Methods

* Regularizing for domain invariance

0L
()L G y . . . )
90 v @ Pre-training Adversarial Adaptation Testing

sonuLo;
—

1
1
1
|

~
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J

source images
E> E> class label Yy source images :‘"‘~~~‘
E> E> E> E> + labels - | Source | |
d 1 CNN ! targetimage ~.__
|— P |

Y
abel predictor Gy (-;0,) 3 domain i Target !
_ domain classifier G4(-; 04 ﬂ_l
897" &, Qg A (564) ) label | | target images tael i CAN
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class
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Classifier
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SV S

}
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feature (—‘\Ud(f()l Gy(-:0y) {9} /l Target {
E domain label d CNN
D o
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de
:

Adversarial Discriminative Domain Adaptation

| forwardprop  backprop (and produced derivatives)

Adversarial Discriminative Domain Adaptation

i

(Split the feature extractor into two copies)

g Wy

! ﬂ%
“ i convi Siis convs fc6 fe7 fc8
ramr

source data

> — i o HL kY Aol @ @ source domain: gray scale
£ i 8z B :‘:‘jf: —HE ask-relevant data target domain: RGB
ask-irrelevant data f‘ [_1: available at training
- o Bl §°’ 8| "smax s [r’ f‘@ ' []: unavailable at training
labeled target data AETD ez E‘ l/i’

Simultaneous Deep Transfer Across Domains and Tasks Zero-Shot Deep Domain Adaptation

(More information to align for domain classifier) (Train domain classifier with additional data)



Regularization Based Methods

e Extensions to studying machine learning

e Classifier Adversary
fairness kel 7 el
* Augmentation based methods

Encoder Decoder

* Learning Adversarially Fair and Transferable fX) K2 4)

Representations 2 §

* Regularization-based methods
* One-network adversarial fairness.

OL((f (x)).y)
_ oL@ (x))s) My & oL (X )y) My Iy
ow " Owg 6wf' Owg » >y

arbit. number of layers

>

Original

top layer A
lm
F

Layer 1

".
OL((¢ (x)).5) —’
. @



Algorithm: DIFEX for domain-invariant features

* DIFEX: Domain-Invariant Feature Exploration

* What exactly are the domain-invariant features?
* Internally-invariant features: captures the intrinsic knowledge of the signal
* Mutually-invariant features: stays invariant w.r.t. other domain data

__________

| | Int " [Teacher = H-1W-1 ik an

i 9 | oma | 3 o o 3 F(x)(u,v) = Z Z x(h, 11?)(?_]2”(77"+W")
| - 7| invariant —| S _I~ | g 3

i ! : g":. _) £ 1 h=1 w=0

H : SR = :

i . ; 3" = :

—_ -
- puyl -
8 =
: g ; : o
' = —3——— h & v} Y} Raw Phase i . ’
8 —> o (Max divergence ) ('l)—) > &, S — ' SUO———— . : - I(z)(u,v)
= . - o -_— -U
: : f’ ‘ (? ; ________________ 4 1n.¥_(» __________________ . P( I )(II l ) IICtall R( I‘)(Il l‘)
: : E 8, ‘ g’ = i Student K ; 3 ’
: 8 : S ™ Mutually- @ g _I - AE; ; v
' | - : o : |—> z g : ‘
i i / invariant E % % ' B = . 2 Z ||Cz C_]||2
. Input . Raw : | align = N (N — 1) £~ e
I . w 1#£]
Source Target ERM DANN CORAL Mixup GroupDRO RSC ANDMask SWAD ( DIFEX }
" : . Raw data Fourier phase Fourier amplitude Restored data via phase Restored data
LS,V C 93.64  94.49 96.33 96.18 97.81 96.89 93.50 94.56 96.61 e e : i : : | A A
CSV L 60.05 64.34 64.42 63.55 62.24 62.91 64.83 61.78 | 67.21 A ’ VVY VYT Hr,’|‘+_f',«’|¢.u“w;‘w‘:.w,w'w‘;w\“tv‘u il ’\,‘hn N uj‘_) N,[‘f-‘hwvw,r~~'w‘,"*»’\-.»\f‘.w\w_m“‘,w H vV VY VY ‘
CLV S 68.16  67.15  68.65  68.86 69.23 69.07 63.28 67.82 | 74.31 ' iilidland IR i ST — w i SRkl habsnd
CLS A% 74.02  72.69 70.73 71.95 70.73 70.38 68.87 67.89 | 75.24 B ’ALI‘- ‘ ’ "‘JJ‘\wv\u'r-.f“w\,‘d;-‘mntv‘m,m ‘ ’\ . 7‘ ’ "H'J‘.w\\\u'r-‘f'\‘f‘,,&f«.'-,mn\ﬁ’r-,u,m ’agw‘
AVG - 74.04  T4.67 75.03 75.13 75.00 74.81 72.62 73.01 78.34

- Lu et al. Domain-invariant feature exploration for domain generalization. TMLR 2022. https://arxiv.org/abs/2207.12020



https://arxiv.org/abs/2207.12020

New perspective: dynamic distributions

* Non-stationary time series
* The statistical properties are changing over time
 We formulate it as TCS: temporal covariate shift

1
>
T

w
L

C —iUnseen test, Covariate shift:
Pt'rain(w) 7é Ptest(x)a Ptrain(y‘w) — Ptest(y|w)

Raw data E E : : —{ U

i : i i Temporal Covariate shift:
Probability i i i i D= {Dla Dy, - -+, DK}
distribution | ; ! ! PDZ.(CE) 74 ij(a:),PDi (y\x) = PDj(y‘x)

Temporal Covariate Shift:P4 # Pg # P¢ # Pregt

Construct worst-case distribution scenario Match the big distribution gap Good model




Algorithms

 AdaRNN: Adaptive RNNs

. DIVERSIFY

— T _t t pt :
Ligm = Zi,j Zi=qa;;D (h;, hj) . Shared encoder ' Algorithm

i i Co Co
t @ ] . Shared decoder ; ;"/"’AM\VV/\/\MW:—> Feature extractor Py Feature extractor i Feature extractor
E LA SSNNRIE | /o i 7
Lprea = Ximse(¥', 9 : ﬁ
pred i ) 1
: ( Bottl k ) Bottl k )
Boosting-based ’ i AN | Boﬂlerleck C: olee T 04 ke 3
Importance Evaluation Ye-r Ve Ve
Classifier | [ Classifier ] | Linear | [ Classifier ] | Linear |
i \ ¥ L) l ¥ o
i | i i A : )
! J ! ! LT 20 Lo L e
5 s=kxc[12-,5 | Lycty - (ot Lty (ot ]
e . Self-supervised re Class label 'Q
: Soang, 1 | L pseudo domain label | A .';2
e g | L super Las Laom
Lo 980 Poeudodomaindassiabel s e sl
= Y DLy
max max — i» Dj
0<K <Ky Ny,---,Nx K 1<i#j <K
K
s.t. Vi, A1 < Nj < Ay; N; =N,
i=1 - Du et al. AdaRNN: adaptive learning and forecasting fr time series. CIKM 2021.

9*’ at = argragllpred(e) +A Z ‘Ltdm(Hia Hj; @i j 9)

1Tk series classification. ICLR 2023.

- Lu et al. DIVERSIFY to generalize: learning generalized representation for time



Experimental results

* Forecasting

Weather forecasting and electric

consumption
Dongsi Tiantan Nongzhanguan Dinglin :

RMSE gMAE RMSE  MAE RMS% I%/[AE RMSE ¢ NgIAE 147 || Elstma oS
FBProphet [10]  0.1866 0.1403 0.1434¢ 01119 01551 0.1221 0.0932 0.0736 - 0.080
ARIMA 01811 01356 01414 01082 01557 01156 00922 0.0709 : ;
GRU 00510 00380 00475 00348 00459 00330 00347 00244  0.00 0.093
MMD-RNN 00360 00267 00183 00133 00267 00197 00288 00168 -61.31 0.082
DANN-RNN 00356 00255 00214 00157 00274 00203 00291 00211 -59.97 0.080
LightGBM 00587 00390 00412 00289 00436 00319 00322 00210 -11.08 0.080
LSTNet [23] 00544 00651 00519 00651 00548 00696 0.0599 0.0705 - 0.080
Transformer [45] 0.0339 0.0220 0.0233 00164 00226 00181 00263 00163 -61.20 0.079
STRIPE [24] 00365 00216 00204 00148 00248 00154 00304 00139  -64.60 0.086

(ADARNN 0.0295 00185 0.0164 00112 0019 00122 00233 00150 -73.57 0.077

. Better domain

(a) Initial domain split

split effects

(b) Our domain split

. Classification

Human activity
recognition

K

Cross-position generalization

K

Cross-dataset generalization

One-Person-To-Another
DSADS USC-HAD PAMAP AVG

Target 1 2 3 4  AVG 1 2 3 AVG

ERM 415 267 358 214 273 306 | 264 296 444 329 333 | 513 46.2 531 502
DANN 454 253 381 289 251 326|297 453 461 438 412 - - - i
CORAL 332 252 258 223 206 254 | 395 418 391 366 392 z . : s
Mixup 488 342 375 295 299 360 | 373 474 402 231 370 | 627 46.3 586 558
GroupDRO | 27.1 267 243 184 248 243 |514 367 332 338 388 | 513 48.0 531 508
RSC 466 274 359 270 298 333 |33.1 397 453 459 410 | 59.1 49.0 597 559
ANDMask 475 311 392 302 299 356 1417 338 432 402 397 72 459 543 525
DIVERSIFY | 47.7 329 445 31.6 304 374 | 487 469 490 599 5L1 | 67.6 55.0 625 617 |

. Really characterize the latent
distributions inside a time series!

3.0

2.5

2.0

1.5

1.0

0.5
0.0

—— Distribution 1
—— Distribution 2

0 25

50 75 100 125 150 175 200

(a) USC-HAD

25 50

75 100 125 150 175 200

(b) EMG

0 0.68
1 0.90
27 0.68 | 0.90

0 1 2

(c) Initial splits

0 1 2
(d) Our splits



Removing batch effects from scRNA data

 Model

KSCRNA Encoderfe\Q _E dL, E Label Classifier f; | __| aL, 1
<= = E e i i 60[ \\\‘
1
Cell scRNA | > Loss L;
Sample X4 \
T~ Hidden =
’I.| Features Z, - aLdE
<~ :// . =<4 A ey
et ""<>\ i agdi \

Weights 0,

\
\
v
Shared }I\
1
\
N\,

~
~
~~~~~

. _}\ ﬁ--_-m Domain
I Shared LOSS L
:____?_Q‘_?J: Weights 0,4 tore d
A

Cell scRNA -

Sample X,

T X = i PR, :
| Features Z, | 1 6Ld: ,/, e % | aLd: b 4
— -~ —A €-=== --~ Domain “s=<--1d4 ) b
______ / I 1 " S
‘j A Discriminator f 4 J | 00,

Ge, Songwei, et al. "Supervised adversarial alignment of single-cell RNA-seq data." Journal of
Computational Biology 28.5 (2021): 501-513.

28



Removing batch effects from scRNA data

* Algorithm: ® W ==
: : D
* two types of sample pairs are considered &)< / e
* Samples from the same domain, with different cell types /\/ 4 A P
* Samples from different domains, with the same cell type [ ] | Y : ™
X liegeiver

* Results: | N
* High numerical results in classification of cell types
PY Vi S u a I izati O n Beta Cell (NN) Beta Cell (scDGN) Ductal (NN) ’ Ductal (scDGN)

1
MI=0.9016

Pancreas2

MI=0.7327

o hgilan

ar Cell (NN) Acinar Cell (scDGN) Alphz; (NN) Alpha (scDGN)

Q= »
==,
2%
b=
CD4+T (NN) CD4+T (scDGN) Natural killer (NN) Natural killer (scDGN)
PCA t-SNE

Ge, Songwei, et al. "Supervised adversarial alignment of single-cell RNA-seq data." Journal of
Computational Biology 28.5 (2021): 501-513.



A Sentence Speaks a
Thousand Images

* Regularizing the representations
invariant from different domains

» Different loss functions for the
distances between invariant (text) vs.

__________________

|~2'Iu'ulvl\

FRAC]

images

target domgin

source domain n q
domain-invariant

source domain

problem setup

(]

\_ relative distance loss

@.

absolute distance loss

total distance loss

J

@]
3 ", @ | |
AR ez
A_| & |\ B : i ==
Do - @HER-~]
z Sm - T e
T

G

}h“x

I |

5 o

Text
IIA d og ”)

Method Backbone | Ens/MA ‘ PACS VLCS OfficeHome Terra | Ave
ERM [68] ResNet18 No 81.5 73.2 63.3 43.6 65.4
Best SOTA competitor ResNet18 No 83.4[22] 74.1[22] 63.8 [29] 445122] | 66.5
ERM [16] ResNet50 No 85.7 77.4 67.5 47.2 69.5
Best SOTA competitor ResNet50 No 86.6 [48]  78.8 [52] 68.7 [52] 48.6 [38] | 70.7
Ensemble [2] ResNet50 Yes 87.6 78.5 70.8 49.2 71.5
SWAD [5] ResNet50 Yes 88.1 79.1 70.6 50.0 71.9
EoA [2] ResNet50 Yes 88.6 79.1 72.5 523 73.1
CLIP [77] (Teacher) ViT B/16 No 96.1 82.3 823 50.2% 71.7
ERM + Hint ResNet18 No 84.6 78.0 64.6 47.0 68.6
ERM + Hint + AD ResNet18 No 85.1 78.5 65.6 48.2 69.4
ERM + Hint + RD ResNet18 No 84.9 78.2 65.2 479 69.0
ERM + Hint + AD + RD (Our full method) ResNet18 No 85.3 78.6 65.9 48.6 69.6
ERM + Hint ResNet50 No 88.4 80.7 70.2 50.5 72.5
ERM + Hint + AD ResNet50 No 89.0 81.5 71.3 52.2 73.5
ERM + Hint + RD ResNet50 No 88.8 81.2 71.1 51.7 732
ERM + Hint + AD + RD (Our full method) ResNet50 No 89.4 81.8 71.8 52.5 739
ERM + Hint + AD + RD + MT (Our full method) | ResNet50 Yes 90.2 82.4 72.6 54.0 74.8
30
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Robust Machine Learning

e So far, two branch of solutions:

* Introducing invariance to the models (regularizing hypothesis space)
* So that the model does not learn information different between source and target domains

* Introducing new augmented data
* Augment the data so that we will be able to train models with samples more like the test domain

* How about we just put these things together



Existing Solutions

(Worst-case) Data Augmentation Regularizing Hypothesis Space

* (Geirhos et al., 2019) * (Shankar et al., 2018)
* (Hermann and Kornblith, * (Huang et al., 2020)

| «  (Wang et al., 2019) - (Ghifary et al., 2016)
2020) * (Leeetal., 2021) !

* (Bahngetal., 2019) * (Rozantsev et al., 2018) :
- (Wangetal,2019b) + (Motiianetal., 2017)
* (Wangetal., 2022) * (Huangetal., 2022) E
* (Hendrycks etal.,2019) ¢ (Madry et al., 2018) i
* (Mahabadi et al., 2020) :

________________________________________________________

* (Heetal., 2019) * (Lietal., 2018)
* (Mahabadi et al., 2020) + (Carluccietal., 2018)
* (Nam et al., 2020)

________________________________________________________

Usually requires specified knowledge from
additional labels or functional invariance

Usually requires specified knowledge about how
to augment the data to introduce invariance



A Simple Heuristic
(simply combining these two branches)

(Worst-case) Data Augmentation Regularizing Hypothesis Space

|
|
I
I
I
I
Usually requires specified knowledge about how |
to augment the data to introduce invariance !

Usually requires specified knowledge from
additional labels or functional invariance

Worst-case Data Augmentation with Regularization

* Generic data augmentation through frequency domain
* Worst-case selection from choices of perturbation radii
* Additional classifier to regularize the learned embeddings
* Augmentation offers labels of domains (original vs. augmented)



Empirical Results

* Performances on 9-class ImageNet

Vanilla I SN LM RUBi1 ReBias
Standard Acc. 90.80 ' 88.40 67.90 90.50 91.90
Weighted Acc. 88.80 | !86.60 6590 88.60 90.50

Mixup Cutout AugMix @ WT Reg WR
9250  91.20 92.90 92.50 93.10 93.30
91.20  90.30 91.70 91.30 92.20 92.00

ImageNet-A 24.90 i24.60 18.80 27.70 29.60 29.10 27.30 31.50 28.50 30.00 29.60
ImageNet-Sketch 41.10 E40.50 36.80 42.30 41.80 40.60 38.70 41.40 43.00 42.50 43.20
average 61.40 560.03 47.35 62.28 63.45 63.35 61.88 64.38 ] 63 83 B 6445 o 6453 ]
regularization data augmentation worst-case aug + regularization

_______________________________

(and ablation study)

Wang, et al., Toward learning human-aligned cross-domain robust models by countering misaligned features. UAI 2022 34



A Classifier Might Not Be Necessary

5

forwardprop

oL,
90

backprop (and produced derivatives)

oL,

50,

E class label y

J

-

\
If we are doing data augmentation, do
we really need the domain classifier
there?

y,

o - - - - - - o m3N o e e - - - - ——

* This classifier (or its extensions) are there to push
the embeddings invariant from two domains

* Not necessary if we have more efficient methods

* Especially in the data augmentation settings
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A Classifier Might Not Be Necessary

* Alignment regularization pushes the model to learn the same
representations from an image and its augmented counterpart.

_ 50, Closs L,
iE> E>m|:>a|ft> >|:> n |:> ﬂ |:>Eclasslabely
/0;0 p >\ label prodi(:vtor Gyl 0y) ’
= feature extr%tor Gy(0f) - - ot
-my &i’

Wang, et al., Toward Learning Robust and Invariant Representations with Alignment Regularization and Data Augmentation, KDD 2022 36



Alignment Regularization

* £2 distance and cosine similarities
* internal representations

* speech recognition
e (Liang et al., 2018)

Squared €2 distance

* logits

* adversarial robust vision models )

+ (Kannan et al., 2018) If there is a general method that can work
* KL divergence well across applications, and enjoys some

* softmax outputs theoretical support?

* adversarial robust vision models
* (Zhangetal., 2019a)

Jensen—Shannon divergence
* embeddings
* texture invariant image classification
* (Hendrycks et al., 2020)

e and many others...

Wang, et al., Toward Learning Robust and Invariant Representations with Alignment Regularization and Data Augmentation, KDD 2022 37



Our Solution:
Squared 12 Norm as Alignment Regularization

* We recommend using squared |12 norm as regularization

We complement our empirical study

We conduct a set of experiments and with a formal proof
find out squared I2 norm is the best *  We show a bounded worst-case error
choice (robustness)

*  We connect the regularization to the
measure of invariance

Wang, et al., Toward Learning Robust and Invariant Representations with Alignment Regularization and Data Augmentation, KDD 2022



Comparison to the Top-performing Methods:
Results

e Rotation-invariant Classification
1

0.8
0.6
0.4
oL TR inn
o |
Average 300° 315° 330° 345° 0° 15° 30° 45° 60°

m Base mST GC mETN mDA mWDA mDA-I2 mWDA-I2

The simple method we identified can compete with top-performing methods
specially designed for each task.

Wang, et al., Toward Learning Robust and Invariant Representations with Alignment Regularization and Data Augmentation, KDD 2022 39



Re-weighting Based Methods

* Targeting a specific type of distributional shift
* There are some minor samples in the training set

e Solutions:

* Give majority samples lower weights
* Group-DRO

e Give majority samples even negative weights
* VREX

©
(=
=)
o
| -
o)1)
N
O
(O
O
()
+—
=)
0
-
o+
+—
©
(%)
=)
RS
L
-]
o
(%]

label: object

waterbird

landbird

land background | water background

minority

majority
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Group-DRO extensions

* Adversarially reweighted learning (ARL)
* uses another model to identify samples

¢ (%)

M) =1+ X)) Z( ) (XY)¢(X)

 Learning from failures (LFF)
 trains another model by amplifying its early-stage predictions

_ £ (d(x),y)
M%) = 70660, 9) + £ (600, )



Is there a lost of domain generalization to search?
(maybe, maybe not)

* In the search of lost domain generalization
* (Gulrajani and Lopez-Paz 20’)

* The developed domain generalization methods cannot perform well once taking the

averaged performances across a set of hyperparameters
* ERM can is the best in comparison to the averaged performances

* A counterpoint
* Extensions of ERM will probably be at least as good as ERM

* Unless with an unrealistic choice of hyperparameters
* Worst-case feature methods with too many features to be dropped
* Worst-case sample methods with too many samples to be dropped (in comparison to batch size)

Wang, et al., The two dimensions of worst-Case training and their integrated effect for out-of-domain generalization, CVPR 2022



Is there a lost of domain generalization to search?
(probably not, again)

* A closer look at the datasets
* (Ye et al 2020)
* There are two kinds of diversity shift in the datasets

* |t's probably not the best to consider the shift as one thing
* Diversity shift (the shift of support)
» Correlation shift (the shift of density)

Colored MNIST

Diversity shift < e »  Correlation shift

43



Existing Solutions

(and the previous best ones in each)

* If we split the datasets into two polarities
* No method can do the best across these two settings

Algorithm PACS OfficeHome Terralnc Camelyon17 Average Ranking score
RSC [38] 82.8 +0.47 62.9 + 0.4+ 43.6 +0.57 94.9 +0.27 71.1 +2
MMD [48] 81.7 +0.27 63.8+0.1" 383+ 0.4+ 94.9 + 0.47 69.7 +2 . .
SagNet [60] 81.6 + 0.41 62.7 + 0.4+ 423 +0.7 95.0 + 0.2" 70.4 +1 worst-case data augmentation famlly
ERM [90] 81.5+0.0 63.3+0.2 426409 9474 0.1 70.5 0
IGA [43] 80.9 + 0.4+ 63.6 +0.2" 413+ 0.8+ 95.1+0.1" 70.2 0
CORAL [85] 81.6 + 0.6" 63.8 +0.3" 383+ 0.7+ 942 4+ 0.3+ 69.5 0
IRM [9] 81.1 + 0.3+ 63.0 + 0.2 420+ 1.8 95.0 + 0.4" 70.3 -
VREX [44] 81.8 £0.17 63.5+0.1 40.7 £ 0.7+ 94.1 £+ 0.3+ 70.0  Algorithm Colored MNIST CelebA NICO Average Prevscore Ranking score
4 4 T
AU e N e B e N T E S P R T R A 7
DANN [27] 81.1 + 0.4 62.9 + 0.6¢ 39.5 + 0.2+ 94.9 + 0.0 69.6 | GroupDRO [79] 32.5+0.2" 87.5+ 1.1 71.0 £ 0.4 63.7 -1 +1
MTL [16] 81.2 + 0.4+ 62.9 + 0.2+ 38.9 + 0.6 950+ 0.1 69.5 ERM [90] 299 x0.9 87.2+0.6 2.1 1.6 63.1 0 0
Mixup [101] 79.8 & 0.6* 63.3+£0.5 39.8 +£0.3+ 94.6 + 0.3 69.4 IRM[Y] 60.2 £2.47 85.4 + 1.2¢ 733+ 2.1 73.0 -1 0
ANDMask [64]  79.5 + 0.0+ 62.0 + 0.3+ 39.8 + 1.4+ 953+ 0.1 692  MTL[16] 29.3 + 0.1 87.0 £ 0.7 70.6 £ 0.8 62.3 -2 0
ARM [103] 81.0 + 0.4+ 63.2+0.2 394 +£0.7+ 93.5 + 0.6 69.3 ERDG [105] 31.6 +1.3T 84.5 +0.24 727+19 62.9 -2 0
MLDG [47] 73.0 + 0.4+ 52.4+0.2¢ 27.4 + 2.0+ 91.2 + 0.4+ 61.0 ARM [ ] 34.6 + 1.8" 86.6 + 0.7 67.3 +02¢ 62.8 -3 0
Average 80.7 62.5 39.8 94.6 694  MMD [48] 50.7 £.017 86.0 + 0.5+ 68.9 £ 1.2+ 68.5 +2 -1
. . . RSC [38] 286 + 1.5¢ 85.9 + 0.2¢ 743 +1.9T 61.4 +2 -1
diversity shift dataset IGA [43] 29.7+0.5 86.2 + 0.7 71.0 + 0.1 62.3 0 -1
CORAL [25] 30.0+0.5 86.3 + 0.5¢ 70.8 £ 1.0 61.5 -1 -1
Mixup [101] 27.6 + 1.8¢ 87.5+0.5 725+ 1.5 60.6 -2 -1
. . . MLDG [47] 327+ 11" 854 + 1.3+ 66.6 &+ 2.4+ 56.6 -4 -1
worst-case sample reweighting family SagNet [60] 30.5+0.7 85.8 + 1.4¢ 69.8 + 0.7+ 62.0 . 2
ANDMask [64] 272 + 1.4¢ 86.2 + 0.2+ 71.2 +£0.8 61.5 -2 -2
DANN [27] 24.5 + 0.8+ 86.0 + 0.4+ 69.4 + 1.7+ 59.7 -2 -3
Average 34.5 86.4 70.8 63.7 - -
74
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The two dimensions of wort-case training

worst-case sample reweighting family

* weighting the samples that are harder for worst-case along two dimensions
classification more (W2D)

worst-case data augmentation family

sample dimension

* perturbing features that once considered

predictive by the model, constructed data
harder for the model to learn

feature dimension

ep,(0) < ép (0) + ¢(O,n,6) + c(6)



The two dimensions of wort-case training

° Design Rationales Allﬁorit.hm 1: W2D Algorithm
put: data set (X,Y), percentage of samples used
° Th rough the integration Of pr| nci pled per batch p, percentage of whole batch patching x,
. batch size 7, maximum number of epochs 7°, and
un d erstan d IN g other RSC hyperparameters;
. . . . Output: Classifier f(-;6);
* Also inspired by a psychological prior randomly initialize the model f;

calculate the number of iterations K = n/n;
while t < (1 — k)T do

for a batch of data (X, Y ), where k < K do
. forward pass to calculate the loss
L M eth Od Deta | IS ll)(f(})}(l 0t k—1), Y;) of every sample in the
atch;
° Acce I e ratio N W|th h a rd sam p | es select the top 77p samples with highest loss
to construct (X, Y )k p;
* Consider all samples for performances upon Train tho model with (X, Y, following
convergence end
end

while (1 — k)T <t < T do
for a batch of data (X, Y ), where k < K do

| Train the model with (X, Y); following (1).
end

end
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Results

Algorithm | PACS OfficeHome Terralnc Camelyon | Average Ranking score
W2D | 83.4+0.3 63.54+0.1 445+0.5 952+0.3 71.7 +3
RSC [31] 828+04 629+04 436+05 949+0.2 71.1 +2 top position by inheriting the power of RSC
MMD [42] 81.7+0.2 63.8+0.1 3834+04 949+04 69.7 +2
SagNet [49] 81.6 £0.4 62.7+0.4 42.3+0.7 95.0+£0.2 70.4 +1
ERM [62] 81.5+£0.0 63.3+£0.2 426+09 94.7+£0.1 N s n _
IGA [36] 80.9+04 63.6+02 413408 951+0.1 | Algorithm | CMNIST NICO  CelebA | Average Prevscore Ranking score
CORAL [59] 81.6+0.6 638+0.3 383+0.7 942+0.3 | 6 VREx[¥] 56.3+£19 715+23 87.3x+0.2 71.7 -1 +1
IRM [?] 80.9+04 63.6+0.2 4134+ 0.8 95.1+0.1 GroupDRO [57] | 32.5+0.2 71.0£04 875+1.1 63.7 -1 +1
VREXx [38] 81.84+04 63.54+0.1 4074+ 0.7 94.1+0.3 W2D 31.0+£03 719+4+12 &87.7+04 63.5 +3 +1
GroupDRO [57] | 80.44+0.3 63.24+0.2 36.8+1.1 95.2+0.2 ERM [67] 209+09 721x16 &7.2+06 63.1 0 0
ERDG [79] 80.5+0.5 63.0+£0.4 41.3+£1.2 955+£0.2 IRM [2] 60.2+24 733+£21 854+12 73.0 -1 0
DANN [16] 81.1+04 629+0.6 395+0.2 94.94+0.0 ERDG [79] 316 +13 727+19 84.5+0.2 62.9 -2 0
MTL [%] 81.2+04 62.9+0.2 389+0.6 95.0+0.1 ARM [76] 346+18_ 673+£02 86.6+0.7 62.8 -3 0
Mixup [75] 79.8+06 63.3+0.5 398+0.3 946+0.3 MTL [¥] 203+£601 706+08 87.0£0.7 62.3 -2 0
ANDMask [53] | 79.5£0.0 62.0+0.3 398+1.4 95.3+0.1 MMD [42] 50:7x0.1 68.9x12 86.0x0.5 68.5 +2 -1
ARM [76] 81.0+04 63.2+0.2 394+0.7 935406 RSC[31] 276 £ 1.8 743+19 859+0.2 62.6 +2 -1
MLDG [41] 73.0+04 524+0.2 27.4+20 91.2+04 | Mixup[/5] 286+1.5 725£15 87.5£05 62.5 -2 -1
— CORAL59] 30.0+05 708+1.0 86.3+0.5 62.4 -1 -1
diversity shift dataset IGA [36] 20.7+0.5 71.0+0.1 86.2+0.7 62.3 0 -1
MLDG [41] 32711 666+24 854+1.3 61.6 -4 -1
top position (t|e) by inheriting the power of SagNet [49] 30507 698+07 85.8+1.4 62.0 +1 -2
. . ANDMask [53] | 27.2+14 71.2+0.8 86.2+0.2 61.5 -2 -2
worst-case sample reweighting methods DANN [16] 245+08 694417 86.0+0.4 60.0 2 -3

correlation shift dataset

Wang, et al., The two dimensions of worst-Case training and their integrated effect for out-of-domain generalization, CVPR 2022 47



Summary

* Master equations and principled solutions of learning robust models

—
- - .=
Adversarial Robustness Interpretability Interpretability me Y
(gradient-based) (removal-based) I,

Master Equation

) c

1 B
i . Fairness
argmin— E Max, s, gy’ x)sel(f(x', 6),y) ’__[ ]
n ;d(x, P
6 (XPEXY) (Outcome Discrimination)

bbi\or);:::aton cross-entropy loss d P oy
VO
Master Equation (o >.
[ Domain Generalization arg;nln; z l(f(x; 0)) 'Y) - Al(h(fk (X; 0)), d) Beyond Il)(::nali: Gde:e)rahzat.on ] rrrrrrrrrrrrrrr /gramem \ L /
e =R =3 g ]
Master Equation \
arg;nin Z a(x,y,0)I(6(x),y) @ ::lrg-ess i) H Domain Adaptation ]
(xy)EXY) uality Disparity

argmin Z 1), y)
(x.y)EXY)

Liu, H., Chaudhary, M., & Wang, H. (2023). Towards Trustworthy and Aligned Machine Learning: A Data-centric Survey with Causality
Perspectives. arXiv preprint arXiv:2307.16851. 48



Implications

* A glimpse into large models

* The connection between large model solutions to ERM
* Fine-tuning
argmin ~ E  I(f(z;0),y)
6 (zy)~P(X)Y)
e Parameter-efficient fine-tuning

arg min E I(f(z;[©;0]),v)
6 (z,y)~P(X)Y)

* Prompting

arg min E I[(f(h(z;0);0),y)
6  (z,y)~P(X)Y)



Implications

* A glimpse into trustworthy solutions of large models
e Data augmentation based

Target concept words p([(Masx] |prompt, [he])
he man boy father ... B
she woman girl mother ...
LG . RO
%, s, o™ B, X Step2:debias
[f4] [T1[T] [T] [MASK] s, e o, ey P
Masked LM S Minimize
ts -~ .
promp p(1Mask] |prompt, [she]) JS-Divergence
Biased prompts search
the . 1
of the Step1: search for biases
. Maximize 7
professlonaléumted<realZ\A.. JS-Divergence ’b%?:/;@/_)é oso c'%//béo%e* _J
transformed L & 9 iy @%s )

* Regularization-based

Domain Adversarial
Training

Training Tasks

OO0-0O0- OO
) ()

PLMs
\_ eC
N-1 Source \-\
Domains
A Target Domain

Embeddings of the Soft Prompted Input Label



For More Information

* Vlost Of the contents are frOm our IatESt Survey Towards Trustworthy and Aligned Machine Learning:

A Data-centric Survey with Causality Perspectives

* Data-centric view of Trustworthy Machine Learning

Haoyang Liuf, Maheep Chaudhary'* and Haohan Wang

* in Robustness, Security, Interpretability, Fairness Umvffsl?f;lo?fxﬂ?ﬂ?ﬁif;lnifgﬁ;fﬁgaign
* Connection of methods via Pearl's Causal Hierarchy RIS igohiarmjGiCiaeis s, MENSPIRCS rscl 8
* Trustworthiness and techniques of large pretrained
models

Opportunities for new methods in large models
Access: http://trustai.one

* Also checkout Jindong’s first-ever survey on domain generalization

+ Wang, Jindong, et al. "Generalizing to unseen domains: A survey on domain
generalization." IEEE Transactions on Knowledge and Data Engineering (2022).


http://trustai.one/

